
Vault 

STORE AND ROTATE PASSWORDS

Store, rotate, and randomize 
credentials securely.

FIND PRIVILEGED CREDENTIALS

Uncover and gain control of privileged credentials 
and potentially non-compliant passwords in your 
network.

SAFELY SHARE ADMINISTRATIVE PASSWORDS

Seamlessly inject credentials into endpoints 
without exposing plain text passwords.

Enterprise Password Management 
for Privileged Users



Reduce Cyber Breach Risk from Improper Credential Usage 
Bomgar Vault™ significantly improves password security for privileged users. Vault includes credential management, secure password storage, 
password randomization and rotation, and credential discovery. Improve security and compliance, while promoting productivity, with Bomgar’s 
enterprise-grade password vault.

USER GROUPS
Who Needs the Access?

USERs

credential policies
What Level of Access?

END POINT GROUPS
What Are They Accessing?

VENDORS DATABASE ADMINS

SQL ADMIN
LOCAL ADMIN

SERVER, SQL SERVER,
CLOUD, WEBSITE

WEBSITE, ROUTER, SWITCH, 
3RD PARTY SERVER

WEBSITE, ROUTER,
SWITCH, SERVERS

PRIVILEGED ADMIN
DOMAIN ACCOUNT

LOCAL ADMIN
SHARED ACCOUNT

NETWORK ADMINS/ 
SERVER ADMINS

SQL>

Secure and Manage Passwords for All of Your Privileged Users
Whether a database admin, network admin, or an employee with elevated access levels, Bomgar Vault securely stores credentials and facilitates 
nearly any level of access to systems within your network. 



Automated Credential Scanning
Quickly find credentials in your environment. Retrieve the password 
age, determine if it is enabled, and if it is privileged. Import existing 
credentials into the vault at once to quickly generate a list of 
accounts needing management.

No more sticky notes, no more spreadsheets, 
and only the right people can access and use 
privileged credentials. 

Secure Password 
Storage 
Quickly place privileged account passwords behind a secure wall 
ensuring restricted access while logging activity along the way. 
Eliminate tracking passwords on sticky notes or in spreadsheets, 
and losing credentials when an employee leaves. 

Credential Rotation 
and Randomization
Bomgar Vault rotates credentials based on its configuration, as well 
as when the Vault detects plain text passwords have been exposed. 
Use specific password policies for each platform to ensure the 
highest password complexity per platform, not the lowest  
common denominator.

Vault API
Keep “password sprawl” in check by centralizing the storage of all 
privileged credentials. Store the credentials for any system or security 
tool in your environment in Bomgar Vault, and retrieve them securely 
and on demand using the API.

Streamlined Management 
and Elevation Approvals 
Use email alerts and approvals to keep responsible parties informed 
of credential use and gain insight into the health of privileged 
credentials. Approval for highly sensitive credentials adds another 
layer of protection before credentials can be used.

Service Account Management
Maintain business continuity by achieving optimal system uptime for 
service accounts. Restart and reset business critical service accounts 
without worry.

App to App Credential Security
Remove hard coded passwords from applications and scripts to 
securely manage application to application credentials that do not 
require human intervention.

Remote Credential 
Rotation
Secure systems regardless of domain trust and connectivity.  Rotate 
credentials remotely on an Internet connected network with no VPN 
connectivity.



ABOUT BOMGAR
Bomgar is the leader in Secure Access solutions that empower businesses. Bomgar’s leading remote support, privileged access 
management, and identity management solutions help support and security professionals improve productivity and security 
by enabling secure, controlled connections to any system or device, anywhere in the world. More than 11,000 organizations 
across 80 countries use Bomgar to deliver superior support services and reduce threats to valuable data and systems. Bomgar is 
privately held with offices in Atlanta, Jackson, Washington D.C., Frankfurt, London, Paris, and Singapore. Connect with Bomgar at 
www.bomgar.com.
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Seamless Credential Injection
When integrated with Bomgar Privileged Access or Bomgar Remote Support, 
users can directly inject credentials into end servers and systems with just 
one click.  Since the user never sees the plain text credentials, they can’t 
compromise them, greatly increasing security. Improve productivity by 
allowing administrator accounts to access systems with just the click of a 
button- no more wasted time finding or tracking down credentials.

Reporting, Compliance & Availability
Bomgar Vault allows you to log, track, and create reports for all credential 
activity. It is easy to access data quickly for security and compliance audits.  
SIEM and syslog writing allows external tools to provide alerts.

Bomgar Vault can be set up with high availability and disaster recovery 
systems in place to ensure the system is always available. The solution can 
rotate credentials, their associated services, and even a group or cluster of 
servers with the same credential at the same time - all without disrupting 
privileged user productivity. 

Bomgar Vault communications are encrypted and undergo regular 
penetration testing, both internally and verified by third parties, to  
ensure the highest level of security.


